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Cyber security bij
Exact

Jack Krul

Een blauwdruk voor een IT security framework



Agenda

+ Informatiebeveiliging
+ Wat doet Exact?

+ b5 tips
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Wat is informatie beveiliging?

Veel definities:

Met maatregelen de kans op negatieve impact op de beschikbaarheid, integriteit of
vertrouwelijkheid zou klein mogelijk houden.
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Informatiebeveiliging is een puzzel!

1. Wat heeft u? 2. Wat is het waard?

3. Wie / waarom? 4. Maatregelen
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Welke data heeft u?
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Wat is uw data waard?

Persoonlijk of business account te koop?

S

Spotify Account
$2.75

Driver’s License

$20.00
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hulu

Hulu Account

$2.75

=

Credit Card
$8.00 - $22.00

NETFLIX

Netflix Account
$1.00 - $3.00

-
Email Address & Password

$0.70 - $2.30

PayPal

PayPal Credentials
$1.50

&

Medical Record from
Large Scale Attack

$1.50 - $10.00

(SN

Social Security Number

$1.00

Complete Medical Record
Up to $1000.00
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Wat is uw data waard?

HOME SALES MESSAGES ORDERS LISTINGS BALANCE FEEDBACK FORUMS APl  SUPPORT

« Fraud Accounts & Bank Drops Uber %% X UNLIMITED FREE UBER RIDES 2017% %% &
& usTivG opTIONS I UNLIMITED FREE UBER RIDES 20174 %k
Contact Seller - Get Uniimited Uber Rides for Free! - you can repeat this 100000 times
Favorite Listing Sold by Kanagakm - 610 soid since Dec 23, 2016 mm
- 318 items available for auto-dispatch
Favorite S
Features Features
Alert when restock UBER Product class Digital goods Origin country Worldwide
Report Lising Quantity left Unlimited Ships to Woridwide
‘ [ - o o
—
() BROWSE CATEGORIES [CH
Fraud 48144
~USD +0.00 /i
Drugs & Chemicals 260131 DS 1 ey =U0D:30.001 hom 5

Purchase price: USD 0.99

o+ O

uy Now Queue

Guides & Tutorials

snterfeit ltems

Digital Products

Description Bids Feodback Refund Policy

iy °  Listing Feedback
s = Buyer Date Time Comment
Other Listings 4369 = =
TR 200 Million Hacked YAHOO! Accounts Up On SALE
e (e illion Hacke I Accounts Up On
Security & Hosting 914

Yahoo 200M

mind ( 100.0% ) [EEEIRLID
0 3.0000
In stock oy 0 ks
YAHOO! e TR
Escrow Yes, escrow by RealDeal is avallable Favorite Question
Class Digital

Ships From Worldwide
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Wie en waarom?

!

Systeemmanipulatie
Informatiediefstal

Systeemmanipulatie

Informatiemanipulatie
Informatiediefstal
Systeemmanipulatie

Overheid Vitaal Privaat Burgers
Staten / Staatsgelieerd Spionage Sabotage Spionage Spionage
Informatiemanipulatie [Verstoring Systeemmanipulatie
Spionage
Criminelen Verstoring Verstoring Verstoring Verstoring

Informatiemanipulatie
Informatiediefstal
Systeemmanipulatie

Terroristen Sabotage Sabotage

Hacktivisten Verstoring Verstoring Verstoring
Informatiemanipulatie

Cybervandalen en scriptkiddies |Verstoring Verstoring Verstoring

Insiders

Informatiediefstal

Informatiediefstal

Niet opzettelijk handelen

Storing/uitval
Lek

Storing/uitval
Lek

Storing/uitval
Lek

Lek

Bron: NCSC Cybersecuritybeeld Nederland
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Wie en waarom?
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Klanten / Interne Script Criminelen Hacktivisten Staten
Partners Kiddies

MOTIVES
Onbewust Wraak Plezier Financieel Ideologisch Financieel
Financieel Onwetend- Spionage Ideologisch
heid
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Wat doet Exact?

I HAVE A
NEW HOBBY.
ITS CALLED
PHISHING.

K

www.dilbert.com scottadams@aol.com

I SEND FAKE BANKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEN I

FIND OUT THEIR

FINANCIAL INFOR-
MATION AND USE
IT TO STEAL THE
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8-12-05 ©2005Scott Adams, Inc./Dist. by UFS, Inc.

Dear Customer.
This is your bank, We forgot your

social security number and password.

Why don’t you send them to us so
we can protect your
money.

Sincerely,

I. B, Banker X

Microsoft

Quarantine notification

1 messages are quarantined as of Wednesday, December 16, 2022 13:00:00 PM (UTC).

Review them within 15 days of the received date by going to the Quarantine page in the Security & Compliance
Center.

There is an important message

Sender: paul.ramakers@exact.com

Date: Wednesday, December 16, 2022 13:00:00 PM (UTC)
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Wat doet Exact?

How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

> Spring2023!

It would take a computer about

4 hundred years

to crack your password
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Passwords are like underwear...

O O O 0 O

(Change yours Don't share them The longer,
often. with friends. the better.

6 Are you trying to sign in?

Exact Group B.V.
(@exactsoftware.com

App
My Apps

Location

Enter the number shown to sign in.

Enter number here

40
YES
| CAN'T SEE THE NUMBER

Be mysterious.

Don't leave yours
lying around.
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Wat doet Exact?

¥ wanna Decryptor 1.0

Ooops, your files have been encrypted!

\What Happened to My Computer?

Y our important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
. z way to recover your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service.
5/15/2017 16:25:02

iles?
Tt Can | Recover My Files”

Sure. We guarantee that you can recover all your files safely and easily. (But you _|
have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt=>.

Your flex will ba [oxt on If you want to decrypt all your files, you need to pay.

5/19/2017 16:25:02 You only have 3 days o submit the payment. After that the price will be doubled.

Also, If you dont pay in 7 days, you won't be able to recover your files forever.
Time Left

How Do | Pay?

Send $300 worth of bitcoin to this address:

152GqZC T cys6e CjDKE3DypCjXIEQWRVEV1 -

Check Payment

Contact Us
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_— Exa ct Products Your business Support About us

Responsible Disclosure Policy

Version November 2021

Welcome to the ‘Security & Privacy
Awareness’ training
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5 Tips

Basis hygiéne voor informatie beveiliging




Zorg ervoor dat software-updates plaats vinden
+ Stel de updates niet uit
+ Indien automatisch updaten mogelijk is, maak hier gebruik van
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Pas op voor verdachte e-mails en telefoontjes
+ Wees cynisch over links in e-mail / sms
+ Implementeer “technische maatregelen” op je emaildomein
+ Controleer elk verzoek om gevoelige informatie, ongeacht de bron
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Pas goed wachtwoordmanagement toe

+ Wachtwoorden: Lang (of een zin), complex, niet herhaalbaar /
herkenbaar

+ Vermijd persoonlijke referenties
+ Vermijd standaard woorden als je kiest voor een “kort” wachtwoord

+ Wachtwoord managers zijn aanbevolen. Deze zijn ook gratis te
verkrijgen
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Laat je eigendomen niet onbeheerd achter
+ Vergrendel altijd je apparaten, laptop (Windows-L), telefoon, etc.
+ |n publieke ruimtes, laat ze niet onbeheerd achter
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Bescherm gevoelige data
+ Overweeg altijd waar je je data op slaat. Niet elke tool, cloud is geschikt
+ @ratis is niet gratis!
+ Gebruik encryptie waar dat kan
+ Maak regelmatig back-ups
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Uitzicht
begint met
inzicht

Jack Krul - CISO Exact

Jack.Krul@exact.com
Security@exact.com




